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Building Automation Systems Training -
Specify, Integrate, Operate

View Course Details

COURSE DATESAND TIMES

Why Building Automation Training Matters

Buildings use alarge share of North American electricity, and the building automation
system decides how much of that energy is used well. A well-designed BAS cuts energy and
demand costs, protects comfort and indoor air quality, and gives operators the data they need
to find faults before tenants complain.

Expectations are rising. Building performance standards, utility demand response programs,
electrification and data center growth all depend on controls that are open, integrated and
measurable.

At the same time, every networked controller is a potential entry point for a cyberattack.
BAS professionals now need IT and OT skillsaswell asHVAC and electrical knowledge.

Course Highlights

This course goes beyond product training and general overviews:

¢ Vendor-neutral coverage of BAS architecture, DDC hardware, BACnet, Modbus and
open integration

e Electrical integration of metering, lighting, generators, transfer switches, UPS, EV
charging and battery storage

e BAS cybersecurity, including BACnet Secure Connect (BACnet/SC), network
segmentation and secure remote access

e Two worked case studies, one on a high-performance air handler sequence and one on
alegacy BAS retrofit


https://electricityforum.com/electrical-training/building-automation-training

L ear ning Outcomes

By the end of this course, you will be able to:

e Describe BAS architecture and the role of sensors, controllers, networks, servers and
operator interfaces

e Explain control loop operation, including two-position, floating, P, Pl and PID control

¢ |dentify analog and digital inputs and outputs, and read points lists and sequences of
operation

¢ Design and troubleshoot BACnet/IP, BACnet MS/TP and Modbus networks, including
routers, gateways and BBMDs

e Apply ASHRAE Guideline 36 high-performance sequencesto air handlers, VAV
boxes and central plants

e Integrate power metering, lighting controls, generators, UPS, EV charging and life-
safety systems with the BAS

e Usetrending, fault detection and diagnostics (FDD), semantic tagging and analyticsto
cut energy and maintenance costs

e Assess and reduce BAS cybersecurity risk using BACnet/SC, network segmentation
and secure remote access

e Specify, commission and justify BAS projects using ASHRAE Guideline 13,
functional testing and lifecycle cost analysis

Y ou will leave able to plan, specify and manage BAS projects with confidence, and to talk
with integrators, IT departments and vendors as an informed owner.

Course Approach

The course is vendor-neutral. We teach the principles that apply to every major BAS
platform, so you can evaluate any system, specification or proposal on its merits.

Each module ends with alive poll and discussion to check understanding. Real equipment
screenshots, network diagrams and sequences of operation connect the theory to what you
will seein the field.

Two case studies | et you apply what you learn to a high-performance HV AC sequence and to
alegacy BAS upgrade.

This courseis designed for professionals who design, install, operate or manage building
automation systems, including:

BAS technicians, controls programmers and system integrators
Electrical and mechanical engineers and designers

Facility managers, building operators and chief engineers
Energy managers and sustainability professionals
Commissioning agents and consulting engineers

Electrical contractors and maintenance supervisors

IT and OT professionals who support building networks



Building owners, property managers and asset managers

Building Automation Systems Training Course Certificate

1.2 Continuing Education Unit (CEU) Credits (12 Professional Development Hours)
Live interaction with an experienced instructor

100 Page Digital Electrical Handbook

Course Materials In PDF Format

Building Automation Systems Training Cour se Outline

DAY ONE

Module 1: BAS Fundamentals and Architecture

e What a building automation system does and why it matters

History of building controls, from pneumatic to DDC to loT

BAS, DDC, EMS and building management system (BMS) definitions
Three-tier architecture: field, automation and management levels

Building types and their control requirements

Industry trends: building performance standards, el ectrification, smart buildings

Module 2: Control Theory and DDC Hardware

¢ The basic control loop: sensor, controller, controlled device
Open and closed loops, and the role of feedback
Two-position, floating, proportional, Pl and PID control
Loop tuning and common control problems

Zone-level and system-level controllers

Sensors, transmitters, actuators, valves and dampers

Module 3: Points, Programming and Operator |nterfaces

e Analog and digital inputs and outputs

Points lists, naming conventions and data flow

Operating, application and firmware software

Line, template and graphical (function block) programming
Scheduling, alarming, trending and graphics



e Operator workstations, web interfaces and mobile access

Module 4: Networks, Protocols and Inter oper ability

e Network architecture, peer-to-peer and polling communication

Open and proprietary protocols, gateways and interoperability

BACnet objects, services, PICS and BACnet Testing Laboratories (BTL) listing
BACnet/IP, BACnet MS/TP, routers and BBMDs

Modbus RTU and Modbus TCP

LonWorks, KNX, wirelessand |0T protocols

IP addressing, VLANSs and working with IT

Module 5: HVAC Applications and High-Per for mance Sequences

Air handlers, rooftop units, fan coils, heat pumps and VAV boxes
Chiller, boiler and central plant control

Sequences of operation and how to read them

ASHRAE Guideline 36 high-performance sequences

Trim and respond reset, economizer and ventilation control

Case Study 1: Reviewing and improving an air handler sequence

DAY TWO

Module 6: Electrical, Lighting and Life-Safety I ntegration

Power metering, submetering and power quality monitoring
Lighting controls, occupancy sensing and daylight harvesting
Generators, automatic transfer switches and UPS monitoring
EV charging, solar PV and battery energy storage integration
Fire alarm, smoke control and life-safety interfaces

Access control, video surveillance and elevator integration
Class 2 control wiring and NEC considerations

Module 7: Energy Optimization and Grid-Interactive Buildings

Energy and demand reduction strategies
Demand-controlled ventilation and optimal start/stop
Chiller plant and boiler plant optimization

Peak demand management and load shedding
Demand response, OpenADR and utility programs
Grid-interactive efficient buildings (GEB)

Water conservation and leak detection



Module 8: Data, Analytics, FDD and Al

e Trend data and how to use it

Semantic tagging: Project Haystack, Brick and ASHRAE 223P
Fault detection and diagnostics (FDD)

Analytics platforms, digital twinsand Al applications

CMMS integration and predictive maintenance
Monitoring-based and ongoing commissioning

Module 9: BAS Cyber security

e Why building systems are targets

Common BAS vulnerabilities and real-world incidents
Network segmentation and IT/OT collaboration

BACnet Secure Connect (BACnet/SC)

Secure remote access, passwords and patch management
IEC 62443 and cybersecurity requirements in specifications

Module 10: Specification, Commissioning and L ifecycle Economics

e The BAS project delivery process, from design to turnover
Specifying aBAS with ASHRAE Guideline 13

Functional performance testing and BAS commissioning
Legacy BAS upgrades and migration strategies

Lifecycle costing, payback and incentives

Case Study 2: Planning alegacy BAS retrofit

Course review, fina test and Q& A

Questionsand Answers

COURSE TIMETABLE

Both days:

Start: 10:00 a.m. Eastern Time
Finish: 4:30 p.m. Eastern Time

Contact us Today for a FREE quotation to deliver this course at your company’ s location.

Request Quote


https://electricityforum.com/onsite-requestforquote

